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1
Decision/action requested

This contribution proposes a new KI for eEDGE TR.
2
References

[1]
3GPP TS 23.558: " Architecture for enabling Edge Applications".
3
Rationale

This pCR proposes to add a new Key Issue for EES capability exposure to EAS.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.839.







***
BEGIN OF CHANGE
***

5.X
Key Issue #X: authentication and authorization in EES capability exposure

5.x.1
Key issue details
TS 23.558, clause 8.6 [1] describes service capability APIs exposed by the Edge Enabler Server to the Edge Application Server(s). The service capability APIs exposed include EES capabilities and re-exposed 3GPP Core Network capabilities. To support EES capability exposure, the following open issues need to be studied：
-
Whether and how to support the Edge Application Server to access the EES capability exposure function directly, e.g., how CAPIF as specified in 3GPP TS 23.222 [4] can be utilized, and whether there is a need to enhance functionalities of CAPIF?

-
How the Edge Enabling Server re-exposes service API(s) to the Edge Application Server, where the service API(s) are relying on the SCEF/NEF northbound API(s)?
5.x.2
Security threats

If the access to EES capability APIs is not authenticated and authorized, attackers would potentially be able to perform the following types of attacks:

-
Requesting service from the EES that unauthorized parties are not allowed to consume, e.g. in order to gain user’s privacy information

-
Flooding the EES with resource-demanding operations that may lead to a Denial of Service situation

5.x.3
Potential security requirements

EES capability exposure to EAS shall be authenticated and authorized.
***
END OF CHANGE***


